Article 17:	protection of privacy, family, home, correspondence, honour and reputation


302.			Article 29 of the Basic Law guarantees that the homes and other premises of Hong Kong residents shall be inviolable.  Arbitrary or unlawful search of, or intrusion into, a resident�s home or other premises shall be prohibited.


303.			Articles 30 of the Basic Law further guarantees that the freedom and privacy of communication of Hong Kong residents shall be protected by law.  No department or individual may, on any grounds, infringe upon the freedom and privacy of communication of residents except that the relevant authorities may inspect communications in accordance with legal procedures to meet the needs of public security or of investigation into criminal offences.


304.			In addition, Article 14 of the BOR, which corresponds to this Article, guarantees the protection of privacy, family, home, correspondence, honour and reputation.


Personal data privacy


305.			As foreshadowed in paragraph 197 of the previous report, the Personal Data (Privacy) Ordinance (�PDPO�) was enacted in August 1995. Its core provisions were brought into operation on 20 December 1996.


306.			The PDPO provides for statutory control of the collection, holding and use of personal data in both the public and private sectors based on internationally accepted data protection principles. It applies to personal data to which access is reasonably practicable whether they are in computerised, manual (e.g. paper file) or audio-visual form.


�
307.			To promote and enforce compliance with the PDPO, an independent statutory authority - the Privacy Commissioner for Personal Data (PC) - is provided for in the PDPO with appropriate powers of investigation and enforcement. The first PC was appointed on 1 August 1996. He is supported by an office of 33 staff.  From 20 December 1996 to 30 June 1998, the Privacy Commissioner�s Office (PCO) received 419 complaints and 22,826 inquiries in relation to compliance with the requirements of the PDPO.


308.			The PC has approved and issued two Codes of Practices to provide practical guidance on compliance with the PDPO. They are the Code of Practice on the Identity Card Number and other Personal Identifiers issued on 19 December 1997, and the Code of Practice on Consumer Credit Data issued in February 1998. The former governs the collection, use, disclosure, retention and other matters relating to personal identifiers such as the Hong Kong Identity Card number, which is the most commonly-used personal identifier in Hong Kong. The latter lays down ground rules and increases transparency with respect to the use of personal data in the provision of consumer credit reference services.


309.			Since its establishment on 1 August 1996, the PCO has actively promoted public awareness of and compliance with the PDPO. In 1997, it launched a large scale publicity campaign on individual�s rights under the PDPO. In 1998, emphasis will also be placed on data user education through presentations, briefing seminars and guidance publications.


Decision not to prosecute cases under the Personal Data (Privacy) Ordinance


310.			In February 1998, the Privacy Commissioner referred eight cases for the consideration of the Director of Public Prosecutions (DPP), an office within the Department of Justice.  The cases concerned alleged breaches of the Personal Data (Privacy) Ordinance.  Having assessed the cases in the light of established prosecution policy1 - and taking into account considerations of sufficiency of evidence and the public interest - the DPP decided not to initiate prosecutions.  In all these cases, the identity of the suspects was immaterial.  However, some commentators considered that some of the decisions were unjust, believing that they had been based on political considerations, including the identities of the parties.  They demanded public disclosure of the reasons.


311.			The Department of Justice considered it improper to disclose the precise reasons for not prosecuting particular cases.  To do so would open the issues of guilt and innocence to public debate and the persons involved could find themselves convicted in the media and condemned at the bar of public opinion, without the opportunity of defending themselves before properly constituted courts.  That could not be countenanced.


Law Reform Commission studies on privacy


312.			The Law Reform Commission has published two reports on privacy.  The first resulted in the enactment of the Personal Data (Privacy) Ordinance.  Now, the Commission�s Privacy Sub-committee is examining the question of privacy in relation to �stalking�� , civil liability for invasion of privacy, the regulation of media intrusion, and criminal sanctions for unlawful surveillance.


313.			A consultation paper on Stalking was published in May 1998.  Its findings and recommendations are contained in the �executive summary� at Annex 13.  The public had two months to comment on the proposals.  The sub-committee will finalise its conclusions and recommendations after it has considered the responses. 


314.			In late 1998, the Privacy Sub-committee will publish consultation papers on �Civil Liability for Invasion of Privacy� (covering the civil aspects of surveillance) and the regulation of media intrusion.  When it has finalized the report on media intrusion, the Privacy Sub-committee will finalise its recommendations on criminal sanctions for unlawful surveillance.


Interception of Communications Ordinance


315.			Law enforcement agencies may only intercept communications in strict compliance with the law.  The relevant provisions are those in section 33 of the Telecommunication Ordinance� (Chapter 106) and section 13 of the Post Office Ordinance� (Chapter 98).  Safeguards are provided against abuse of powers.  That is -


(a)	interception operations must be authorised at the highest level of the Government; and


(b)	law enforcement agencies are bound by standing orders and guidelines that strictly control access to information intercepted.


In paragraph 18 of their Concluding Observations on the previous report, the Committee noted with concern that �these ordinances could be abused to intrude on the privacy of individuals and that their urgent amendment [was] urgently required.�


Government�s Consultation Paper on the Interception of Communications Bill


316.			As foreshadowed in paragraph 54 of the supplementary report, the Law Reform Commission published its report - entitled �Privacy: Regulating Interception of Communications� - in December 1996.  In February 1997, the Government published a �White Bill on the Interception of Communications� seeking public views on proposals to regulate the interception of communications by a judicial warrant system.  Those proposals were based on recommendations in the Law Reform Commission�s report.  The White Bill attracted a wide range of comments from the public.  The Government is now revising its proposals to take account of those comments and of the constitutional direction in Article 30 of the Basic Law.


Non-commencement of the Interception of Communications Ordinance


317.			This was a Member�s Bill passed by the former Legislative Council in June 1997.  It was drawn up without consultation with the Administration and contained provisions which, if implemented, would seriously affect the ability of the law enforcement agencies to combat crime.  For example, one provision allows the law enforcement agencies to renew warrants for interceptions once only: that single renewal being valid for just 90 days.  This would seriously incapacitate the law enforcement agencies in tackling certain serious crimes - such as kidnapping and money laundering - that usually entail protracted operations.  Therefore, the Government is carefully assessing the implications of the Ordinance before deciding on the way forward and has not appointed a commencement date for this Ordinance�.


Protection of prisoners� correspondence


318.			In the previous report, we addressed this topic under Article 10 (paragraph 132 of that report).  On reflection, we consider that the essential issue is the right to privacy hence its discussion under this Article.


�
Prison (Amendment) Rules 1997


319.			In the last report we explained that, at the time, Prison Rule 47 permitted prisoners to correspond only with their relatives and friends.  It also restricted the number of letters they could write each week.  Recognizing that these restrictions were inconsistent with Article 14 of the BOR (which gives domestic effect to Article 17), we proposed removing the constraints imposed under Rule 47.  That was accomplished in 1997.


320.			Generally speaking there are now no restrictions on the number of letters prisoners may write�.  They may correspond with whoever they wish, though Prison Rule 47A(5) authorises the Superintendent of the Correctional Services Department to stop letters for the purpose of maintaining security, good order and discipline.  The prison authorities may read prisoners� correspondence in maximum security prisons.  And they may do so in other prisons in certain circumstances.�  But in no circumstances may they read prisoners� letters to and from the Chief Executive, Executive Council members, legislators, Urban Councillors, Regional Councillors, District Board members, visiting Justices of the Peace, the Ombudsman and the Commissioner of the ICAC.


1 	Prosecution policy is further discussed in paragraphs 507 to 511 below, in relation to Article 26.


�	�Stalking� may be defined as behaviour that subjects another to a course of persistent conduct that, taken together over a period of time, amounts to harassment.


� 	Section 33 of the Telecommunication Ordinance provides that �Whenever he considers that the public interest so requires, the Chief Executive, or any public officer authorized in that behalf by the Chief Executive either generally or for any particular occasion, may order that any message or any class of messages brought for transmission by telecommunication shall not be transmitted or that any message or any class of messages brought for transmission, or transmitted or received or being transmitted, by telecommunication shall be intercepted or detained or disclosed to the Government or to the public officer specified in the order.�


� 	Section 13 of the Post Office Ordinance provides that �(1) It shall be lawful for the Chief Secretary to grant a warrant authorizing the Postmaster General, or authorizing any or all the officers of the Post Office, to open and delay any specified postal packet or all postal packets of any specified class or all postal packets whatsoever.  (2) It shall be lawful for the Postmaster General to delay any postal packet for such time as may reasonably be necessary for the purpose of obtaining a warrant under this section.�


�	Section 1(2) of the Interception of Communications Ordinance provides that this Ordinance shall come into operation on a day to be appointed by the Chief Executive (the then Governor) by notice in the Gazette.


� 	There are a few exceptions.  For example, a prisoner is not permitted to send a letter to, or receive a letter from -


(a)	another prisoner unless with prior approval of the Superintendent;


(b)	a person where the Superintendent reasonably believes that the letter will pose a threat to any individual�s personal safety or to the security, good order and discipline of the prison.


� 	These include, for example, circumstances where the Superintendent reasonably considers that the reading will assist in preventing or detecting criminal activities or in countering a threat to or an interference with the security, good order and discipline of the prison.
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